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Research on monitoring and evaluation technology of time synchronization
device based on power system network communication security

LI Yifan, CHEN Xi, YANG Xizai, SI Hengbin, PANG Bingyao, HU Haohan
(Information Communication Company, State Grid Shaanxi Electric Power Co., Lid., Xi'an 710004, China)

Abstract : In the power system, abnormal operation of time synchronization devices may lead to significant deviation
between monitoring accuracy and actual situation, thereby affecting the overall monitoring effect. To address this is-
sue, this paper proposes the research and implementation of time synchronization device monitoring and evaluation
technology based on power system network communication security. This method achieves monitoring and evaluation
of power system time synchronization devices by designing hardware and software modules. In terms of hardware de-
sign, this paper proposes key modules such as system authorization module, parameter management module, man-
agement unit module, and main clock monitoring hardware module. These modules work together to provide com-
prehensive monitoring and management capabilities for time synchronization devices. At the same time, based on
the main clock monitoring hardware module, the system software part is further designed to collect time information
parameters of the power system at regular intervals, and to timely identify device faults through anomaly recognition
software. In addition, based on the identification results, combined with the device self check program, query pro-
gram, communication interface program, and cyclic display program, the monitoring function of time synchroniza-
tion for power secondary equipment is achieved. The experimental results show that the accuracy deviation moni-
tored by this method does not differ by more than 1 millisecond from the actual deviation, and the evaluation results
are consistent with the actual results.

Keywords: power system time synchronization device, system design, monitoring system evaluation, evaluation
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Fig.1 Hardware architecture of the time
synchronization device in power system

1) RGEBEAIR

TN AR SCHR I 22 GE AT, 87 50 0 45 2 32 i 4o
AT PLIEAT BN, BN TR 5 HE AL R
T ARG R B, AT ORI, R R R
EiCkR EICul MR E A 4 DU R BRI A
T REICH R 5, 7 2P U S BT Y 3 44 R 1
THRIUANAL I, N7 SE U BRI AT B OB R R
il S A R L ) RGeS R[] A0 e AL
2 A B A4 B, BRIV AT 52 BRI (] R] A5



3% 54 |
2026 £5 A 15 H

5 L %

Electrical Measurement & Instrumentation

Vol. 63 No.5
May 15, 2026

I, 52 B HL T ZR G T[] 2 A A

2) BRE TR

LIRS SR B0 S R ALAL T 1]
— TP Miuhib B b AR G B T I e L R
Faw A TP sl (9 £ 4K, R AR 0 B 45 52 10 B %
Heo MARGENERM ALM % B AR, 356 B i
TIRBEE, R Z MR, B AR 5 BUR B 46 1L 1
P35 EH B A Y Ab BEER (central processing unit,
CPU) , HAEE N A IR AL 0 , SCBL A I RGBSR
L,

3) BB ITHOR

ARSI 22 48 rp i A8 BB T AR B 32 ] R A
RGN BE SR, Pl is 2 800 i i K& g
AL LRSI AR, Wi B RS
Fsf i) [7i) 255 2 A 00 4 B2 A5, 0 A 81 i g A8 S ] ]
AREA LS HOE AW, ST BT fE,
R 8L T 5 2 i 28 T 3 BEPLEE A C
R T7 UM T SE S R I, B HGE T DL B
M2 EEA SR UDP 25 1 SR I Se 4 A
AR AL ES OB S S, AT SE B T R ST
[F ] 25 ER S A

4) T A 00 B AR

] [F] 252 B 2l A BT B (5 S
e 0 T | B A e SRR I A, 2 B A
Pl s o A e 00 A A R A e ] 2 0 AR
Grb %3 H B L, S0 ST OO TS N ) o S
5 PRAIE AR 5 76 S A i o A b B ERR 1 3d T LA
M AW A bt A5 18] 435 L B T 18] [ 25 B AR B0, Sy
AT g ZR GRS ] [R] A2 B A M

HRIE DA L3 | 83 25 i [ 2 2 8 Wi ) sk 12
DI HE A B T 4% A A58 B oy s e g A HE R, R 2
PR

MNIEL 2 HR] I 2 A B A8 e 2 S AT
BEH A A, B TR A B T F OB P e
B, i A S X 265 30 £ A0 i A B O R OR
A A B v AT e A R B D) BE AR B 4 TR
AR B PR R R BOAL BEAS R S R [ S
b R PR A R, 3K 26 5 MR L i BV RT S B A A
eV NE S TR ER I EY IS N QU THEN I ILTE /9
i H S A RS B R ) AR G 1 [ 2 2
WIS e ) 26 £ RO e W R R
W )45 L B K 155 i, o H i ok 81 19 2% 3 15
Blis ab 37 I ) FPGA Y, 7E38 3 FPGA X I

2018 5 R A5 B AT 1 US| X 190 295 38 15
E S Ht bk i AR SCH AT B AT SE R
TFI] £ 5 190 205 30 5 5030 00 T o = s o 7 A6
B A B Al AT BE A I, MR S PR SR R 4 S
Pl S B 5 A A S

\ o YR SRR |
\
[ [ [ |
Hdig Kl Jikp 3 inp ]
Bl is:} i Hith Mt
CPUMEH: . . \
CPSBEkCEE || pgbmmes %@Emﬁ ﬁggiﬁ IRIG-B(DC)

IRIG-B (DC) FPGA i

- Jik i HL L IRIG-B(AC)
ot | CESEPRH| g || g || ww
prgle 4 eH BT H | | JEHLBR R || s R

' B B LED @748

P e B

B2 e ep b o AR AR S 2 4 I
Fig.2  Structure diagram of the main clock
monitoring hardware module
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communication
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degree deviation test
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the three methods
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